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SYSTEM ACCOUNTING FOR OPERATING SYSTEM PARTITIONS 

Inventors: OZGUR C. LEONARD, ANDREW G. TUCKER 

Claim Of Priority 

[0001] This application claims priority to U.S. Provisional Application Serial No. 
60/469,558, filed May 9, 2003, entitled "OPERATING SYSTEM VISUALIZATION," by 
Andrew G. Tucker, et al., the entire contents of which are incorporated by reference as if 
fully set forth herein. 

Background 

[0002] Many of today's computing systems include computing resources that are not 
fully utilized. The owners of these systems often could benefit by increasing the utilization 
of these systems' computing resources. 

[0003] A number of approaches could be adopted in order to increase utilization. Under 
a "consolidation" approach, the processes and data of multiple parties might be co-located on 
a single hardware unit in order to more fully utilize the resources of the hardware unit. 
Under the consolidation approach, multiple parties might share a single hardware unit's 
resources, including file systems, network connections, and memory structures. For 
example, multiple businesses might have separate websites that are hosted by the same 
server. 

[0004] However, some of the parties might not know or trust each other. In some cases, 

some of the parties actually might be competitors with others of the parties. Under such 

circumstances, each party would want to ensure that its processes and data are shielded, or 

isolated, from access by other parties and those other parties' processes. 

[0005] Mechanisms that would isolate one party's processes and data from other parties 

sharing the same hardware unit have been proposed. For example, a "jail" mechanism 
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provides the ability to partition an operating system environment into a "non-jailed" 
environment and one or more "jailed" environments. The jail mechanism allows users, 
processes, and data to be associated with a jailed environment. For example, one group of 
users, processes, and data maybe associated with one jailed environment, and another group 
of users, processes, and data may be associated with another jailed environment. The jail 
mechanism restricts users and processes that are associated with a particular jailed 
environment from accessing processes and data that are associated with environments (both 
jailed and non-jailed) other than the particular jailed environment. 
[0006] Some operating system environments provide an accounting mechanism that 
records, for each process that executes in the environment, information about the length of 
time that the process executed, and the identity of the user that executed the process. When a 
process exits, the accounting mechanism adds, to a log file, accounting information that 
corresponds to the process. This accounting information may be used for billing purposes. 
The act of recording accounting information is called system accounting. 
[0007] As discussed above, an operating system environment may be partitioned into a 
non-jailed environment and one or more jailed environments. However, no previous system 
accounting approaches contemplated multiple partitions within an operating system 
environment. Because previous system accounting approaches did not contemplate a 
partitioned operating system environment, previous system accounting approaches lack 
features that would be useful to an administrator of a partitioned operating system 
environment as well as administrators of the partitions of a partitioned operating system 
environment. 
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Summary 

[0008] In accordance with one embodiment of the present invention, a mechanism is 
disclosed for system accounting in an operating system environment that has been partitioned 
into a global zone and one or more non-global zones. Each zone has zero or more processes 
executing therein. These processes execute in association with that zone. Each zone 
contains a separate system accounting log file. When a process terminates, the process 
invokes an exit function implemented by a kernel that controls all of the zones. In response, 
the kernel determines in which zone the process executed. The kernel adds, to the system 
accounting log file of the zone in which the process executed, a record that indicates 
accounting information for the process. Consequently, the system accounting mechanism is 
provided separately in all of the zones, while isolating the processes and data in each zone 
from the processes and data in each other non-global zone. 

[0009] Furthermore, in one embodiment, when a process executing in a non-global zone 
calls the exit function, the kernel also responsively adds, to the system accounting log file of 
the global zone, a record that indicates accounting information for the process. This record 
may indicate, among other information, an identity of the zone in which the process 
executed. 
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Brief Description of the Drawings 

[0010] Fig. 1 is a functional block diagram of a representative operating system (OS) 
environment for a computing system in which one embodiment of the present invention may 
be implemented. 

[0011] Fig. 2 depicts an overview of an operational flow for system accounting in an 
operating system environment that has been partitioned into a global zone and one or more 
non-global zones, in accordance with one embodiment of the present invention. 
[0012] Figs. 3A-C depict an operational flow for system accounting in an operating 
system environment that has been partitioned into a global zone and one or more non-global 
zones, in accordance with one embodiment of the present invention. 

[0013] Fig. 4 is a hardware block diagram of a sample computer system, upon which one 
or more components of an embodiment of the present invention may be implemented. 
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Detailed Description of Embodiment(s) 

Overview 

[0014] Fig. 1 illustrates a functional block diagram of an operating system (OS) 
environment 100 in accordance with one embodiment of the present invention. OS 
environment 100 may be derived by executing an OS in a general-purpose computer system, 
such as computer system 400 illustrated in Fig. 4, for example. Although Fig. 4 depicts a 
system that contains centralized component resources, embodiments may be implemented on 
systems that comprise remotely distributed component resources (e.g., processors, memory, 
persistent storage, etc.) that access each other via a network. For illustrative purposes, the 
OS is assumed to be Solaris™ manufactured by Sun Microsystems, Inc. of Santa Clara, 
California. However, the concepts taught herein may be applied to any OS, including but not 
limited to Unix, Linux, Microsoft Windows, MacOS, etc. 

[0015] As shown in Fig. 1, OS environment 100 may comprise one or more zones (also 
referred to herein as partitions), including a global zone 130 and zero or more non-global 
zones 140. The global zone 130 is the general OS environment that is created when the OS 
is booted and executed, and serves as the default zone in which processes may be executed if 
no non-global zones 140 are created. In the global zone 130, administrators and/or processes 
having the proper rights and privileges can perform generally any task and access any 
device/resource that is available on the computer system on which the OS is run. Thus, in 
the global zone 130, an administrator can administer the entire computer system. In one 
embodiment, it is in the global zone 130 that an administrator executes processes to 
configure and to manage the non-global zones 140. 

[0016] The non-global zones 140 represent separate and distinct partitions of the OS 
environment 100. Each of non-global zones 140 may be viewed as a virtual operating system 
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environment ("VOSE"). One of the purposes of the non-global zones 140 is to provide 
isolation. In one embodiment, a non-global zone 140 can be used to isolate a number of 
entities, including but not limited to processes 170, one or more file systems 180, and one or 
more logical network interfaces 182. Because of this isolation, processes 170 executing in 
one non-global zone 140 cannot access or affect processes in any other zone. Similarly, 
processes 170 in a non-global zone 140 cannot access or affect the file system 180 of another 
zone, nor can they access or affect the network interface 182 of another zone. As a result, the 
processes 170 in a non-global zone 140 are limited to accessing and affecting the processes 
and entities in that zone. Isolated in this manner, each non-global zone 140 behaves like a 
virtual standalone computer. While processes 170 in different non-global zones 140 cannot 
access or affect each other, it should be noted that they may be able to communicate with 
each other via a network connection through their respective logical network interfaces 182. 
This is similar to how processes on separate standalone computers communicate with each 
other. 

[0017] Having non-global zones 140 that are isolated from each other may be desirable 
in many applications. For example, if a single computer system running a single instance of 
an OS is to be used to host applications for different competitors, then it would be desirable 
to isolate the data and processes of one competitor from the data and processes of another 
competitor. That way, it can be ensured that information will not be leaked between the 
competitors. Partitioning an OS environment 100 into non-global zones 140 and hosting the 
applications of the competitors in separate non-global zones 140 is one possible way of 
achieving this isolation. 

[0018] In one embodiment, each non-global zone 140 may be administered separately. 
More specifically, it is possible to assign a zone administrator to a particular non-global zone 
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140 and grant that zone administrator rights and privileges to manage various aspects of that 
non-global zone 140. With such rights and privileges, the zone administrator can perform 
any number of administrative tasks that affect the processes and other entities within that 
non-global zone 140. However, the zone administrator cannot change or affect anything in 
any other non-global zone 140 or the global zone 130. Thus, in the above example, each 
competitor can administer his/her zone, and hence, his/her own set of applications, but cannot 
change or affect the applications of a competitor. In one embodiment, to prevent a non- 
global zone 140 from affecting other zones, the entities in a non-global zone 140 generally 
are not allowed to access or control any of the physical devices of the computer system. 
[0019] In contrast to a non-global zone administrator, a global zone administrator with 
proper rights and privileges may administer all aspects of the OS environment 100 and the 
computer system as a whole. Thus, a global zone administrator may, for example, access and 
control physical devices, allocate and control system resources, establish operational 
parameters, etc. A global zone administrator may also access and control processes and 
entities within a non-global zone 140. 

[0020] In one embodiment, kernel 150 enforces the zone boundaries. More specifically, 
kernel 150 ensures that processes 170 in one non-global zone 140 are not able to access or 
affect processes 170, file systems 180, and network interfaces 182 of another zone (non- 
global or global). In addition to enforcing the zone boundaries, kernel 150 also provides a 
number of other services. These services include but are not limited to mapping the network 
interfaces 182 of the non-global zones 140 to the physical network devices 120 of the 
computer system, and mapping the file systems 180 of the non-global zones 140 to an overall 
file system and a physical storage 110 of the computer system. 
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Non-Global Zone States 

[0021] In one embodiment, a non-global zone 140 may take on one of four states: (1) 
Configured; (2) Installed; (3) Ready; and (4) Running. When a non-global zone 140 is in the 
Configured state, it means that an administrator in the global zone 130 has invoked an 
operating system utility (in one embodiment, zonecfg(lm)) to specify all of the configuration 
parameters of a non-global zone 140, and has saved that configuration in persistent physical 
storage 1 10. In configuring a non-global zone 140, an administrator may specify a number 
of different parameters. These parameters may include, but are not limited to, a zone name, a 
zone path to the root directory of the zone's file system 180, specification of one or more file 
systems to be mounted when the zone is created, specification of zero or more network 
interfaces, specification of devices to be configured when the zone is created, and zero or 
more resource pool associations. 

[0022] Once a zone is in the Configured state, a global administrator may invoke another 
operating system utility (in one embodiment, zoneadm(lm)) to put the zone into the Installed 
state. When invoked, the operating system utility interacts with the kernel 150 to install all 
of the necessary files and directories into the zone's root directory, or a subdirectory thereof. 
[0023] To put an Installed zone into the Ready state, a global administrator invokes an 
operating system utility (in one embodiment, zoneadm(lm) again), which causes a zoneadmd 
process 162 to be started (there is a zoneadmd process associated with each non-global zone). 
In one embodiment, zoneadmd 162 runs within the global zone 130 and is responsible for 
managing its associated non-global zone 140. After zoneadmd 162 is started, it interacts with 
the kernel 150 to establish the non-global zone 140. In creating a non-global zone 140, a 
number of operations are performed, including but not limited to assigning a zone ID, 
starting a zsched process 164 (zsched is a kernel process; however, it runs within the non- 
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global zone 140, and is used to track kernel resources associated with the non-global zone 
140), mounting file systems 180, plumbing network interfaces 182, configuring devices, and 
setting resource controls. These and other operations put the non-global zone 140 into the 
Ready state to prepare it for normal operation. 

[0024] Putting a non-global zone 140 into the Ready state gives rise to a virtual platform 
on which one or more processes may be executed. This virtual platform provides the 
infrastructure necessary for enabling one or more processes to be executed within the non- 
global zone 140 in isolation from processes in other non-global zones 140. The virtual 
platform also makes it possible to isolate other entities such as file system 180 and network 
interfaces 182 within the non-global zone 140, so that the zone behaves like a virtual 
standalone computer. When a non-global zone 140 is in the Ready state, no user or non- 
kernel processes are executing inside the zone (as is mentioned above, zsched is a kernel 
process, not a user process). Thus, the virtual platform provided by the non-global zone 140 
is independent of any processes executing within the zone. Put another way, the zone and 
hence, the virtual platform, exists even if no user or non-kernel processes are executing 
within the zone. This means that a non-global zone 140 can remain in existence from the 
time it is created until either the zone or the OS is terminated. The life of a non-global zone 
140 need not be limited to the duration of any user or non-kernel process executing within 
the zone. 

[0025] After a non-global zone 140 is in the Ready state, it can be transitioned into the 
Running state by executing one or more user processes in the zone. In one embodiment, this 
is done by having zoneadmd 162 start an init process 172 in its associated zone. Once 
started, the init process 172 looks in the file system 180 of the non-global zone 140 to 
determine what applications to run. The init process 172 then executes those applications to 
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give rise to one or more other processes 174. In this manner, an application environment is 
initiated on the virtual platform of the non-global zone 140. In this application environment, 
all processes 170 are confined to the non-global zone 140; thus, they cannot access or affect 
processes, file systems, or network interfaces in other zones. The application environment 
exists so long as one or more user processes are executing within the non-global zone 140. 
[0026] After a non- global zone 140 is in the Running state, its associated zoneadmd 162 
can be used to manage it. Zoneadmd 162 can be used to initiate and control a number of 
zone administrative tasks. These tasks may include, for example, halting and rebooting the 
non-global zone 140. When a non-global zone 140 is halted, it is brought from the Running 
state down to the Installed state. In effect, both the application environment and the virtual 
platform are terminated. When a non-global zone 140 is rebooted, it is brought from the 
Running state down to the Installed state, and then transitioned from the Installed state 
through the Ready state to the Running state. In effect, both the application environment and 
the virtual platform are terminated and restarted. These and many other tasks may be 
initiated and controlled by zoneadmd 162 to manage a non-global zone 140 on an ongoing 
basis during regular operation. 

Overview of Partitioned System Accounting 

[0027] Fig. 2 depicts an overview of an operational flow for system accounting in an 
operating system environment that has been partitioned into a global zone and one or more 
non-global zones, in accordance with one embodiment of the present invention. In block 
202, it is determined in which VOSE (i.e., non-global zone) of a plurality of VOSEs a 
process executed. In block 204, accounting information about the process is recorded in a 
system accounting log file ("SALF") that is stored in a file system partition that is associated 
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with the VOSE in which the process executed. Thus, in one embodiment, a separate S ALF is 
maintained for each zone, and each SALF contains accounting information pertaining to the 
processes that executed within the zone with which that SALF is associated. 

Partitioned System Accounting Settings 

[0028] In one embodiment, kernel 150 maintains separate accounting settings for each of 
non-global zones 140 and global zone 130. For example, kernel 150 may comprise first 
accounting settings that are associated with global zone 130, second accounting settings that 
are associated with non- global zone 140a, and third accounting settings that are associated 
with non-global zone 140b. The accounting settings for one zone may differ from 
accounting settings for other zones. 

[0029] Additionally, each zone's file system may store a copy of a utility program that 
comprises code that, when executed, allows the accounting settings associated with that zone 
to be specified. For example, file system 180a may store a first copy of a utility program, file 
system 180b may store a second copy of the utility program, and the global zone's file 
system may store a third copy of the utility program. Thus, each zone's file system may 
store a copy of the same utility program. 

[0030] In one embodiment, when the utility program is executed within a zone, a utility 
process is started as a child process of a process executing within that zone. Because each 
child process is associated with the zone with which that child process' parent process is 
associated, the utility process is associated with the zone in which it was executed. For 
example, if a zone administrator for non-global zone 140a executes the utility program, then, 
in non-global zone 140a, a utility process is started as a child process of a process executing 
in non-global zone 140a. Because the parent process of the utility process is associated with 
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non-global zone 140a, the utility process is also associated with non-global zone 140a. 
Similarly, if a zone administrator for global zone 130 executes the utility program then, in 
global zone 130, a utility process will be started and associated with global zone 130. 
[0031] Each zone is associated with a different zone identifier. Associating a process 
with a zone may be accomplished, for example, by storing an association between the 
process' unique process identifier and the zone's unique zone identifier. 
[0032] In one embodiment, the code of the utility program includes an instruction to 
invoke a "systemcall" function implemented by kernel 150. The invocation of the systemcall 
function specifies the accounting settings that are to be associated with the zone from which 
the systemcall function was invoked. When a utility process executes the systemcall 
function, a module within kernel 150 (the "kernel module") determines the zone with which 
the utility process is associated (the "utility process' associated zone"). For example, if the 
utility process was executing within non-global zone 140a, then the kernel module 
determines that the utility process' associated zone is non-global zone 140a. The kernel 
module may make this determination, for example, by examining the zone identifier that is 
associated with the utility process' process identifier. 

[0033] The kernel module receives the accounting settings specified by the invocation of 
the systemcall function and establishes an association between the accounting settings and 
the utility process' associated zone. The association is maintained within kernel 150. 
[0034] Accounting settings for a zone may indicate the level of detail of information that 
should be recorded about events pertaining to the zone. For example, accounting settings 
may indicate whether the user identifier of a user that started a process should be recorded in 
an accounting log. For another example, accounting settings may indicate which of a 
plurality of statistics pertaining to a process should be recorded in an accounting log. In 
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some OS environments, multiple processes may be associated with any one of a plurality of 
tasks, and multiple tasks may be associated with any one of a plurality of projects. Thus, 
accounting settings may indicate, for example, whether a process 5 associated task should be 
recorded in a system accounting log file, and whether a task's associated project should be 
recorded in a system accounting log file. 

[0035] Different zone administrators may be interested in different aspects of information 
about events that pertain to those zones. By maintaining separate accounting settings for 
each zone, each zone administrator may specify the details in which he is interested without 
interfering with the preferences of any other zone administrator. 

[0036] According to one embodiment, the utility program does not request or accept 
from a zone administrator any information that identifies the zone whose accounting settings 
are to be established. Thus, the partitioned nature of the OS environment may be kept 
transparent to zone administrators. Such transparency simplifies a zone administrator's 
tasks. Whenever a zone administrator specifies accounting settings, the kernel module 
automatically determines the zone to which the accounting settings pertain. Such 
transparency also eliminates any possibility of a zone administrator tinkering with the 
accounting settings for a zone with which he is not associated. 

Partitioned System Accounting Log Files 

[0037] In one embodiment, each zone is associated with a separate system accounting log 
file that is stored in that zone's file system. The kernel module maintains associations 
between zones and system accounting log files. For example, the kernel module may 
maintain an association between non-global zone 140a and a first system accounting log file 
that is stored in file system 1 80a. For another example, the kernel module may maintain an 
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association between global zone 130 and a second system accounting log file that is stored in 
a file system of global zone 130. 

[0038] When a process terminates normally, the process usually does so by calling an 
"exit" function implemented by kernel 150. When a process executes the exit function, the 
kernel module determines the zone with which the process is associated (the "process 5 
associated zone"). The kernel module determines, from the accounting settings that are 
associated with the process' associated zone, which aspects of accounting information about 
the process should be stored in a system accounting log file for the process' associated zone. 
[0039] In the system accounting log file that is associated with the process' associated 
zone, the kernel module adds a record that indicates accounting information about the 
process. According to one embodiment, the record indicates only those aspects of the 
accounting information that are specified by the accounting settings that are associated with 
the process' associated zone. 

[0040] For example, the accounting settings associated with non-global zone 140a might 
indicate that accounting information aspects such as a process identifier, a user identifier, a 
process duration, a task identifier, and a project identifier are to be recorded. In that case, 
when a process executing within non-global zone 140a calls the exit function, the kernel 
module adds, to a system accounting log file stored in file system 180a, a record that 
indicates the process' identifier, the user identifier of the user that started the process, the 
length of time that the process executed, the task identifier of the task that is associated with 
the process, and the project identifier of the project that is associated with the task. 
[0041] Additionally, when a process executes the exit function, the kernel module also 
determines, from the accounting settings that are associated with global zone 130, which 
aspects of accounting information about the process should be stored in a system accounting 
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log file for global zone 130. The accounting settings that are associated with global zone 130 

may indicate that, among other aspects of accounting information about the process, the zone j 

identifier of the process' associated zone should be stored in the system accounting log file 

for global zone 130. 

[0042] In the system accounting log file that is associated with global zone 130, the 
kernel module adds a record that indicates accounting information about the process. 
According to one embodiment, the record indicates only those aspects of the accounting 
information that are specified by the accounting settings that are associated with global zone 
130. 

[0043] For example, the accounting settings associated with global zone 130 might 
indicate that accounting information aspects such as a process identifier, a user identifier, 
process execution duration, and a zone identifier are to be recorded. In that case, when a 
process executing within non-global zone 140a calls the exit function, the kernel module 
adds, to a system accounting log file stored in a file system of global zone 130, a record that 
indicates the process' identifier, the user identifier of the user that started the process, the 
length of time that the process executed, and the zone identifier of the process' associated 
zone. 

[0044] Thus, when a process executing in one of non-global zones 140 calls the exit 
function, the kernel module may generate multiple system accounting log file records in 
response. The kernel module may generate one record in the system accounting log file of 
the process' associated zone, and the kernel module may generate another record in the , 
system accounting log file of the global zone. The aspects of the accounting information 
recorded in the non-global zone's system accounting log file may differ from the aspects of 
the accounting information recorded in the global zone's system accounting log file. For 
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example, the global zone's system accounting log file might indicate the process' associated 
zone identifier, but the non-global zone's system accounting log file would not. Zone 
identifiers typically are interesting to global zone administrators, but not non-global zone 
administrators. 

[0045] Because each non-global zone's file system is inaccessible from other non-global 
zones, information contained in each non-global zone's system accounting log file is 
protected from users who are associated with other non-global zones. Furthermore, because 
the portion of the global zone's file system that contains the global zone's system accounting 
log file is inaccessible from any non-global zones, the global zone's system accounting log 
file is protected from users who are not associated with the global zone. 

Sample Operation 

[0046] With the above information in mind, a sample of operation of the system 100 in 
accordance with one embodiment of the present invention will now be described. In the 
following discussion, reference will be made to the system diagram of Fig. 1 and the flow 
diagrams of Figs. 3A-C. 

[0047] Figs. 3A-C depict an operational flow for system accounting in an operating 
system environment that has been partitioned into a global zone and one or more non-global 
zones, in accordance with one embodiment of the present invention. In block 302, global 
zone 130 is established under the control of kernel 150. In block 304, a plurality of non- 
global zones 140, also under the control of kernel 150, are established within global zone 
130. 

[0048] In block 306, a utility process is started in global zone 130. In block 308, kernel 
150 establishes an association between the utility process and global zone 130. In block 310, 
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separate utility processes are started in each of non-global zones 140. In block 312, for each 
utility process that executes in a non-global zone, kernel 150 establishes a separate 
association between that utility process and the non-global zone in which that utility process 
executes. 

[0049] In block 3 14, a particular utility process invokes a systemcall function 
implemented by kernel 150. In block 316, a kernel module responsively determines, based 
on the associations between the utility processes and the zones, a particular zone in which the 
particular utility process is executing. In block 3 1 8, the kernel module updates, based on 
values specified in the invocation of the systemcall function, accounting settings that are 
associated with the particular zone. For example, if the kernel module determines that the 
particular utility process is executing within global zone 130, then the kernel module updates 
accounting settings that are associated with global zone 130. For another example, if the 
kernel module determines that the particular utility process is executing within non-global 
zone 140a, then the kernel module -updates accounting settings that are associated with non- 
global zone 140a. 

[0050] In block 320, an application process is started in global zone 130. In block 322, 
kernel 150 establishes an association between the application process and global zone 130. 
In block 324, separate application processes are started in each of non-global zones 140. In 
block 326, for each application process that executes in a non-global zone, kernel 150 
establishes a separate association between that application process and the non-global zone in 
which that application process executes. 

[0051] In block 328, a particular application process invokes an exit function 
implemented by kernel 150. In block 330, the kernel module responsively determines, based 
on the accounting settings associated with global zone 130 (the "global zone accounting 
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settings")? which aspects of accounting information for the particular application process 
should be recorded in a system accounting log file that is stored in a file system of global 
zone 130 (the "global zone system accounting log file"). In block 332, the kernel module 
records, in the global zone system accounting log file, the global zone accounting settings- 
indicated aspects of the particular application process' accounting information. 
[0052] For example, if the global zone accounting settings indicate that a user identifier, 
a process identifier, and a zone identifier are to be recorded for each exiting process, then the 
kernel module records, in the global zone system accounting log file, the user identifier of the 
user that started the particular application process, the process identifier of the particular 
application process, and the zone identifier of the zone in which the particular application 
process executed. 

[0053] In block 334, the kernel module determines, based on the associations between 
the application processes and the zones, whether a particular zone in which the particular 
application process executed is one of non-global zones 140. If the particular zone is one or 
non-global zones 140, then control passes to block 338. Alternatively, if the particular zone 
is global zone 130, then control passes to block 336. 

[0054] In block 336, the kernel module does not record accounting information about the 
particular application process in any system accounting log file that is stored in any of file 
systems 180 of non-global zones 140. 

[0055] Alternatively, in block 338, the kernel module determines, based on the 
associations between the application processes and the zones, the particular non-global zone 
in which the particular application process executed. In block 340, the kernel module 
determines, based on the accounting settings associated with the particular non-global zone 
(the "particular non-global zone accounting settings"), which aspects of accounting 
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information for the particular application process should be recorded in a system accounting 
log file that is stored in a file system of the particular non-global zone (the "particular non- 
global system zone accounting log file"). 

[0056] In block 342, the kernel module records, in the particular non-global zone system 
accounting log file, the particular non-global zone accounting settings-indicated aspects of 
the particular application process' accounting information. 

[0057] For example, if the particular non-global zone is non-global zone 140a, and the 
accounting settings associated with non-global zone 140a indicate that system accounting log 
file records are to include a process identifier, a user identifier, a process duration, a task 
identifier, and a project identifier, then the kernel module records, in the system accounting 
log file stored in file system 180a, the particular application process' identifier, a user 
identifier of the user that started the particular application process, a length of time that the 
particular application process executed, a task identifier of a task that is associated with the 
particular application process, and a project identifier of a project that is associated with the 
task. 

[0058] For another example, if the particular non-global zone is non-global zone 140b, 
and the accounting settings associated with non-global zone 140b indicate that system 
accounting log file records are to include a process identifier and a process duration, then the 
kernel module records, in the system accounting log file stored in file system 180b, the 
particular application process' identifier, and a length of time that the particular application 
process executed. 

[0059] As a result, a zone administrator of global zone 130 may view system accounting 
information for all processes that executed in global zone 130 or any of non-global zones 
140. Additionally, a zone administrator of one of non-global zones 140 may view system 
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accounting information for processes that executed in the non-global zone that is associated 
with that zone administrator. Non-global zone administrators are insulated from system 
accounting information that relates to non-global zones that those non-global zone 
administrators do not administer. 



Hardware Overview 

[0060] In one embodiment, the various components of computing environment 100 
shown in Fig. 1 can be implemented as sets of instructions executable by one or more 
processors. These components may be implemented as part of an operating system, 
including but not limited to the Solaris™ operating system produced by Sun Microsystems, 
Inc. Figure 4 is a block diagram that illustrates a computer system 400 upon which an 
embodiment of the invention may be implemented. Computer system 400 includes a bus 402 
for facilitating information exchange, and one or more processors 404 coupled with bus 402 
for processing information. Computer system 400 also includes a main memory 406, such as 
a random access memory (RAM) or other dynamic storage device, coupled to bus 402 for 
storing information and instructions to be executed by processor 404. Main memory 406 
also may be used for storing temporary variables or other intermediate information during 
execution of instructions by processor 404. Computer system 400 may further include a read 
only memory (ROM) 408 or other static storage device coupled to bus 402 for storing static 
information and instructions for processor 404. A storage device 410, such as a magnetic 
disk or optical disk, is provided and coupled to bus 402 for storing information and 
instructions. 

[0061] Computer system 400 may be coupled via bus 402 to a display 412, such as a 
cathode ray tube (CRT), for displaying information to a computer user. An input device 414, 
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including alphanumeric and other keys, is coupled to bus 402 for communicating information 
and command selections to processor 404. Another type of user input device is cursor 
control 416, such as a mouse, a trackball, or cursor direction keys for communicating 
direction information and command selections to processor 404 and for controlling cursor 
movement on display 412. This input device typically has two degrees of freedom in two 
axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the device to specify 
positions in a plane. 

[0062] In computer system 400, bus 402 may be any mechanism and/or medium that 
enables information, signals, data, etc., to be exchanged between the various components. 
For example, bus 402 may be a set of conductors that carries electrical signals. Bus 402 may 
also be a wireless medium (e.g. air) that carries wireless signals between one or more of the 
components. Bus 402 may also be a medium (e.g. air) that enables signals to be capacitively 
exchanged between one or more of the components. Bus 402 may further be a network 
connection that connects one or more of the components. Overall, any mechanism and/or 
medium that enables information, signals, data, etc., to be exchanged between the various 
components may be used as bus 402. 

[0063] Bus 402 may also be a combination of these mechanisms/media. For example, 
processor 404 may communicate with storage device 410 wirelessly. In such a case, the bus 
402, from the standpoint of processor 404 and storage device 410, would be a wireless 
medium, such as air. Further, processor 404 may communicate with ROM 408 capacitively. 
In this instance, the bus 402 would be the medium (such as air) that enables this capacitive 
communication to take place. Further, processor 404 may communicate with main memory 
406 via a network connection. In this case, the bus 402 would be the network connection. 
Further, processor 404 may communicate with display 412 via a set of conductors. In this 
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instance, the bus 402 would be the set of conductors. Thus, depending upon how the various 
components communicate with each other, bus 402 may take on different forms. Bus 402, as 
shown in Fig. 4, functionally represents all of the mechanisms and/or media that enable 
information, signals, data, etc., to be exchanged between the various components. 
[0064] The invention is related to the use of computer system 400 for implementing the 
techniques described herein. According to one embodiment of the invention, those 
techniques are performed by computer system 400 in response to processor 404 executing 
one or more sequences of one or more instructions contained in main memory 406. Such 
instructions may be read into main memory 406 from another machine-readable medium, 
such as storage device 410. Execution of the sequences of instructions contained in main 
memory 406 causes processor 404 to perform the process steps described herein. In 
alternative embodiments, hard-wired circuitry may be used in place of or in combination with 
software instructions to implement the invention. Thus, embodiments of the invention are 
not limited to any specific combination of hardware circuitry and software. 
[0065] The term "machine-readable medium" as used herein refers to any medium that 
participates in providing data that causes a machine to operation in a specific fashion. In an 
embodiment implemented using computer system 400, various machine-readable media are 
involved, for example, in providing instructions to processor 404 for execution. Such a 
medium may take many forms, including but not limited to, non-volatile media, volatile 
media, and transmission media. Non-volatile media includes, for example, optical or 
magnetic disks, such as storage device 410. Volatile media includes dynamic memory, such 
as main memory 406. Transmission media includes coaxial cables, copper wire and fiber 
optics, including the wires that comprise bus 402. Transmission media can also take the 
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form of acoustic or light waves, such as those generated during radio-wave and infra-red data 
communications. 

[0066] Common forms of machine-readable media include, for example, a floppy disk, a 
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other 
optical medium, punchcards, papertape, any other physical medium with patterns of holes, a 
RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or cartridge, a 
carrier wave as described hereinafter, or any other medium from which a computer can read. 
[0067] Various forms of machine-readable media may be involved in carrying one or 
more sequences of one or more instructions to processor 404 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a remote computer. The remote 
computer can load the instructions into its dynamic memory and send the instructions over a 
telephone line using a modem. A modem local to computer system 400 can receive the data 
on the telephone line and use an infra-red transmitter to convert the data to an infra-red 
signal. An infra-red detector can receive the data carried in the infra-red signal and 
appropriate circuitry can place the data on bus 402. Bus 402 carries the data to main memory 
406, from which processor 404 retrieves and executes the instructions. The instructions 
received by main memory 406 may optionally be stored on storage device 410 either before 
or after execution by processor 404. 

[0068] Computer system 400 also includes a communication interface 418 coupled to bus 
402. Communication interface 418 provides a two-way data communication coupling to a 
network link 420 that is connected to a local network 422. For example, communication 
interface 418 may be an integrated services digital network (ISDN) card or a modem to 
provide a data communication connection to a corresponding type of telephone line. As 
another example, communication interface 418 may be a local area network (LAN) card to 
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provide a data communication connection to a compatible LAN. Wireless links may also be 
implemented. In any such implementation, communication interface 418 sends and receives 
electrical, electromagnetic or optical signals that carry digital data streams representing 
various types of information. 

[0069] Network link 420 typically provides data communication through one or more 
networks to other data devices. For example, network link 420 may provide a connection 
through local network 422 to a host computer 424 or to data equipment operated by an 
Internet Service Provider (ISP) 426. ISP 426 in turn provides data communication services 
through the world wide packet data communication network now commonly referred to as 
the "Internet" 428. Local network 422 and Internet 428 both use electrical, electromagnetic 
or optical signals that carry digital data streams. The signals through the various networks 
and the signals on network link 420 and through communication interface 418, which carry 
the digital data to and from computer system 400, are exemplary forms of carrier waves 
transporting the information. 

[0070] Computer system 400 can send messages and receive data, including program 
code, through the network(s), network link 420 and communication interface 418. In the 
Internet example, a server 430 might transmit a requested code for an application program 
through Internet 428, ISP 426, local network 422 and communication interface 418. 
The received code may be executed by processor 404 as it is received, and/or stored in 
storage device 410, or other non-volatile storage for later execution. In this manner, 
computer system 400 may obtain application code in the form of a carrier wave. 
[0071] In the foregoing specification, embodiments of the invention have been described 
with reference to numerous specific details that may vary from implementation to 
implementation. Thus, the sole and exclusive indicator of what is the invention, and is 
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intended by the applicants to be the invention, is the set of claims that issue from this 
application, in the specific form in which such claims issue, including any subsequent 
correction. Any definitions expressly set forth herein for terms contained in such claims shall 
govern the meaning of such terms as used in the claims. Hence, no limitation, element, 
property, feature, advantage or attribute that is not expressly recited in a claim should limit 
the scope of such claim in any way. The specification and drawings are, accordingly, to be 
regarded in an illustrative rather than a restrictive sense. 
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